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Abstract 

This study focuses on tertiary education students in Ghana and investigates their awareness, 

perspectives, and behaviours regarding data and privacy on social media. Little research has 

examined whether Ghanaian tertiary students’ social media data privacy behaviours stem from 

strategic awareness, ignorance, or carelessness. Grounded in Uses and Gratifications and Privacy 

Paradox theories, this qualitative study explores awareness patterns, data protection strategies, and 

factors that influence the ongoing disclosure of personal information on online platforms. Data 

were drawn from focus group sessions involving students from the University of Media, Arts and 

Communication (UniMAC), the University of Ghana (UG), and the African University College of 

Communication (AUCC). It was found that social media users in tertiary schools engage in a 

complex interplay of awareness, utility, gratification, and risk management regarding data 

protection on social media. This indicates that online data protection behaviours stem from 

cognitive processes that compromise utility and gratification, rather than mere carelessness and 

inaction. These findings underscore the need for improved data protection education among 

students and the reassessment of online data protection regulations in Ghana.  
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Introduction 

The proliferation of social media platforms and their use have radically transformed interpersonal 

communication, content sharing, and social relationships globally (Meral, 2021; Whiting & 

Williams, 2013). Social life is rapidly transitioning to online platforms, encompassing both User-

Generated Content (UGCs) websites, such as YouTube and Wikipedia and Social Network Sites 

(SNSs), including Facebook, Instagram, Twitter, and TikTok (Custers et al., 2014; Trifiro, 2022). 

To function, these online platforms rely on users sharing personal data, such as names, email 

addresses, phone numbers, photos, locations, interests, and more. Beyond registration data, 

analytics can continuously track online behaviour across platforms to generate insights (Kokolakis, 

2017).  This underscores legitimate concerns about the privacy and appropriate exploitation of 

users’ voluntarily provided information that can be tracked during platform engagement (Ciftci et 

al., 2023). The apparent uncertainty about how personal data are utilised connects with issues of 

protection and privacy on social media (Beigi & Liu, 2020). 

 

The sheer magnitude of personal data generated, coupled with significant reductions in the cost of 

data storage and analysis, has naturally given rise to profound privacy concerns among the general 

public and policymakers. Social media network providers are deliberate and selective in the 

personal information they require users to supply before using their platforms. Users are often 

required to provide personal information such as their gender, email addresses, contact 

information, medical information, educational records, financial and credit card information, and 

information concerning ethnicity and race. (Jain & Sahoo, 2021). Details of social media usage 

and the types of content users often consume, or in some instances would like to consume, are also 

required (Aljohani et al., 2016; Tuunainen et al., 2016; Beigi & Liu, 2020). The expanding scope 

of online social and economic activities, ranging from sharing location data on Uber to seeking 

medical information or diagnoses on Google, generates copious data. While data are harnessed to 

enhance products and services for consumers, the negative implications are real and not assumed 

(Vgena et al., 2022). Examples such as Cambridge Analytica’s use of Facebook data to influence 

election outcomes and manipulate public opinion, or health insurance companies predicting the 

medical needs of potential policyholders based on undisclosed personal data, underscore the 

widespread opportunities to exploit user data (Hinds et al., 2020). These and other privacy scandals 

and data breaches in recent years have heightened concerns regarding consumer privacy (Markos 

et al., 2023). Consequently, data privacy has emerged as one of the most significant challenges 

facing the global digital economy. Although governments have responded with new data privacy 

laws and regulations, scholars such as Lie et al. (2022) argue that these measures are only partially 

effective. 

 

Researchers (Shao et al., 2022; Alzaidi & Agag, 2022) have raised crucial questions about whether 

users are sufficiently informed of the consequences of sharing their personal information online. 

These questions often focus on the availability, accessibility, and user-friendliness of platform 

policies, regulations, and data security measures, placing responsibility on service providers for 

users’ insufficient information about their data security. We contend that, in addition to user 

awareness, it is necessary to investigate how social media users proactively safeguard their 
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privacy. This includes whether they consciously explore platform tools and other mechanisms to 

limit tracking and data breaches or are careful when sharing sensitive information online. 

Nevertheless, research examining users’ adoption of available privacy controls remains limited, 

particularly in Africa. Existing studies have explored users’ adoption of privacy controls, their 

intentional adjustment of privacy settings for online self-protection, and the factors influencing 

their willingness to voluntarily disclose personal information (Wisniewski et al., 2017).  

 

The matter is complicated by the fact that the Internet has created seamless spaces intimately 

connected with people’s lived experiences, underscoring the relevance of this study. Recent studies 

on algorithmic governance, datafication, and platform economies have demonstrated various 

opportunities, threats, and usability in contemporary digital spaces, emphasising the ethical and 

protection issues underlying being online (Donald et al., 2023; European Parliamentary Research 

Services, 2019; Latzer & Festic, 2019). These studies also indicate that decision-making processes 

in people’s daily lives have potentially important implications for individuals, organisations, and 

societies. These findings are particularly concerning in Africa because youth, who make up the 

majority of citizens, are constantly seeking opportunities and self-expression online (Latzer & 

Festic, 2019). These issues require investigation to find solutions that empower online users to 

control their data, particularly in Africa. 

 

Several studies have examined social media privacy in Ghana. Owusu et al. (2020) focused on the 

continued use of mobile social media amid privacy concerns, revealing that hedonistic factors, 

such as perceived usefulness, enjoyment, trust, and ignorance of privacy issues, could account for 

the continued use of applications. Other studies have highlighted the negative or harmful aspects 

of social media use (Atiso & Kammer, 2018). Such studies identify avenues through which 

cybercriminals can perpetrate scams, hacking, or other forms of fraud and infringe on people's 

rights by invading their privacy, damaging their reputation, and engaging in blackmail.  

 

A critical gap in the existing literature on Ghana concerns the little focus on tertiary-level students’ 

personal motivations, understanding of online risks, and their decisions and actions regarding 

platform use. Although Boateng (2022) notes that tertiary students form a large body of heavy 

social media users in Ghana, few studies have engaged this issue from the perspective of university 

students. However, scholars such as Taddicken (2014) have acknowledged students’ intensive use 

of online platforms, which exposes them to the data collection and surveillance activities of social 

media service providers. Students’ regular activities, such as sharing, posting, liking, and 

commenting on social media platforms, generate important data beyond personal information that 

service providers exploit (Kokolakis, 2017).   Nonetheless, little is known about the strategies 

tertiary students adopt to protect their data from service providers and other social media users, 

thereby limiting understanding of students’ attitudes and behaviours towards data use and privacy 

on social media. The crucial issue is the extent to which students in Ghana are aware of the scale 

of the data they provide, and the risks involved in providing their information online. The 

assumption is that they could (in)advertently authorise the collection or (mis)use of their sensitive 

details. 
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Thus, this study aimed to investigate Ghanaian tertiary students' perspectives on their knowledge 

and actions regarding data and privacy on social media. The following are research questions the 

study seeks to address: 

• To what extent are tertiary students in Ghana aware of the collection and use of their personal 

information when they sign up to use social media? 

• How do tertiary students safeguard their personal data on social media applications?  

• What factors influence students to provide personal information despite their awareness of its 

collection and use by service providers?  

 

This study provides valuable insights into tertiary-level students’ digital literacy inclinations and 

their attitudes toward issues involving their online data. The findings could provide a useful index 

of the many young people at non-tertiary levels in Ghana and across Africa who are increasingly 

accessing online platforms in an era of greater technological access and penetration.  

 

Privacy policy concerns in social media use 

Issues of online privacy literacy and privacy management have attracted research attention. 

According to Gerber et al. (2018), users tend to underestimate privacy risks, possibly because they 

have not personally experienced the negative effects of privacy violations. In the context of social 

media, a privacy policy outlines a platform's policies for gathering, using, sharing, and 

safeguarding user privacy, thereby acting as a legal framework for user-platform interactions and 

providing transparency on data management procedures and privacy protections. Social 

networking platforms may have different privacy policies, but they usually cover several important 

matters, such as data acquisition, the types of information that the platform collects from its users, 

and information gathered via users' interactions, such as postings, comments, and location data, in 

addition to the data supplied during the registration process (Ur et al., 2012).  

 

The policies address users’ data use and content sharing, clarify how user data is used and 

distributed, and indicate how social media platforms exploit such data to improve user experience, 

customise content, and show relevant advertisements. Crucially, the policies also clarify how user 

data may be shared with external parties, emphasising the importance of user agreements in such 

situations (Yang et al., 2015). Scholars have highlighted data security as a key aspect of privacy 

policies to protect user data from abuse, breaches, and illegal access, including through 

authentication and encryption (Das et al., 2018; Kuczerawy & Coudert, 2011). According to Such 

and Rovatsos (2016), privacy policies also disclose users’ access and control rights, including the 

power to examine, amend, or remove their personal data and to adjust privacy settings to suit their 

tastes and comfort levels (Kumar et al., 2016). These policies cover how cookies and tracking 

technologies are used and how user data are gathered and analysed using various technologies to 

enhance services, customise user experiences, and enable targeted advertising. Thus, policies aim 

to offer users transparency (Jozani et al., 2020; Petersen & Lehmann, 2018), empowerment (Wu 

et al., 2010), and control over personal online information by emphasising legal rights and options 

for managing data.  
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However, privacy policies also pose challenges (Meier et al., 2020). Policies are not only dynamic 

with regular revisions that leave users behind, but are also often presented in linguistically complex 

language, which scholars argue could make them difficult to read and understand (Fosu, 2016). 

Thus, users carry the burden of constantly making a conscious effort to be abreast of the specific 

information and demands of the policies and adjust accordingly. Human frailty and the urgency to 

access social media sites to satisfy cravings mean users cannot always review these policies before 

accessing platforms each time. 

 

Opinions in the literature on social media privacy are divided about the degree to which social 

media users are concerned about their privacy and the data acquisition techniques adopted by 

service providers. While some studies have found that users rarely concern themselves with these 

issues (Litt, 2013; Litt & Hargittai, 2014), others have indicated otherwise (Wu et al., 2010; Singh, 

2021; Ibdah et al., 2016). Some studies have found that a significant proportion of social media 

users are indifferent to service providers using their information (Fernandes & Pereira, 2021; Litt 

& Hargittai, 2014). According to Litt (2013) and Litt and Hargittai (2014), social media users often 

disclose personal information, grant extensive platform permissions, and rarely use privacy 

protection protocols, suggesting a lack of concern for their privacy. Other studies have noted users’ 

concerns about how service providers use their (users) data. In the USA, for instance, McClain et 

al. (2023) found that many social media users expressed anxiety and distrust and recommended 

stronger data regulations.  

 

Other studies have found that some social media users express concern about the use of their 

private information but still engage in behaviours that suggest indifference to those concerns. For 

example, Fernandes and Pereira (2021) and Norberg et al. (2007) noted a measurable divergence 

between individuals' stated disclosure intentions and their actual behaviour. Kokolakis (2017) 

found that many people report moderate to high privacy concerns but show inconsistent privacy 

behaviours. Various reasons may account for this. Krasnova et al. (2010) argue that when the 

perceived immediate social or instrumental benefit outweighs abstract future harm, users are likely 

to disclose information despite their concerns. Brandimarte et al. (2013) argue that users often face 

complex technical privacy choices and lack the time or expertise to assess long-term risks, leading 

them to engage in risky privacy disclosure. In effect, the disclosure of private information on social 

media and users’ awareness of how such data is used form a complex web of paradoxical intention-

behaviour interactions: while users may be concerned about the use of their private information, 

they still engage in risky disclosure behaviours on social media platforms.  

 

Studies have found similar insights among students who, by virtue of being students, are deemed 

to be knowledgeable about social media use (Krasnova et al., 2010; Lewis et al., 2008; Salleh et 

al., 2013). Rafique (2017) and Aboulnasr et al. (2021) found that, despite privacy concerns, 

students disclosed large amounts of personal information, often driven by convenience and other 

factors. Krasnova et al. (2010) attributed this, debatably, to trust in national data-protection 

regulations, although this may be highly contested today, especially in Africa. These studies typify 

the extent of students’ knowledge of personal disclosures, the associated risks, and the paradox 
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therein. In other words, the literature strongly suggests that while social media users may be aware 

of the data collection and use practices of social media service providers, they are often not 

apathetic about disclosing their personal information. The discussion in this section and the 

findings relate to non-African jurisdictions, raising questions about whether Africa shows similar 

trends. 

 

Theoretical Framework 

This study’s analysis is underpinned by the Uses and Gratifications Theory and Privacy Paradox 

Theory. These theories represent a mix of theoretical perspectives from psychology, sociology, 

communication, and information systems to provide an insightful understanding of the motivations 

and inclinations underlying the issues of this study. Thus, although fraught with some limitations 

(Zuboff, 2019; Susser, Roessler, & Nissenbaum, 2019; Acquisti et al., 2015), they provide 

adequate analytical rigor to guide the analysis. 

Uses and Gratifications Theory 

Uses and Gratifications Theory (UGT) explains how individuals actively choose and use media to 

fulfil specific needs and desires. This communication theory, developed by Katz et al. (1974), 

argues that people are not passive consumers of media but actively select, interpret, and derive 

gratification from media content. The theory emphasises the active role of individuals in selecting 

and using media to fulfil specific personal needs, such as information-seeking, entertainment, 

social interaction and identity construction (Katz et al., 1974; Heravi et al., 2018). This orientation 

is critical for understanding the relationships and dynamics among social media users, online 

service providers, online data provision and use, and privacy issues. As Quan-Haase and Young 

(2014) observed, online platforms serve as arenas in which users actively construct and express 

identities, build relationships, and seek affirmation. Yet, while users perceive themselves as 

autonomous agents deriving satisfaction from these interactions, their engagement simultaneously 

exposes them to sophisticated forms of data surveillance and the commodification of personal 

information (Zuboff, 2019). This paradox underscores a critical tension inherent in UGT and 

applicable to the current study: the gratifications users seek and the implications for their online 

privacy and welfare. 

Privacy Paradox Theory 

The Privacy Paradox Theory (Norberg, Horne and Horne, 2007) offers a critical perspective for 

understanding user behaviour in the context of privacy and data collection on social media 

platforms. The theory highlights the complex and often contradictory psychological tendencies 

social media users exhibit when accessing online sites (Kokolakis, 2017), where users express 

concerns about their online privacy but continue engaging in activities that compromise it. The 

theory suggests factors that contribute to this paradox, one key factor being the convenience and 

benefits of online services and social media, which often require disclosing personal information 

(Barrett-Maitland & Lynch, 2020). Social media platforms are structured to maximise user 

engagement by offering personalised services, algorithmically curated content, and social 

validation mechanisms, which subtly encourage sharing personal information despite known 

privacy risks (Chen, 2018). Users may prioritise the immediate benefits of these services over 

privacy concerns (Kokolakis, 2017). Thus, the theory provides analytical insights into tertiary 
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students' expressed concerns about online privacy and their behaviour on social media platforms 

in Ghana.  

Methodology  

This study adopted a qualitative approach, using phenomenology (Creswell & Poth, 2018) to 

explore social media users’ lived experiences and perceptions of data collection privacy on social 

media platforms (Manen & Manen, 2021). Data were collected from students at three public 

universities in Ghana: The University of Media, Arts, and Communications (UniMAC), the 

University of Ghana (UG), and the African University College of Communication (AUCC), all in 

the Greater Accra region. These universities have strong departments hosting media and 

communication programmes and courses, making them appropriate data sites for this study. The 

assumption is that students in such departments should be savvy about online privacy implications. 

Apeanti and Essel (2021) argued that tertiary students constitute a relevant population for 

examining social media users’ perspectives on online privacy, as they are likely to be active users 

of social media platforms and can provide valuable insights into the subject matter. Overall, 30 

participants were purposively selected across the three universities, comprising two registered 

students from each level of study (ranging from first- to final-year undergraduate to master's level), 

totalling 10 students per university. This number balances the need for depth in qualitative research 

with the practical constraints of data collection, saturation, and analysis (Hennink & Kaiser, 2021).  

 

Data were collected using semi-structured interviews and focus group discussions (FGD) from 

September to November 2023 at the universities. Each FGD included 10 participants from one 

university, and the discussion took place in a conducive environment that facilitated active 

participation (Barbour, 2007). These two data collection approaches enabled the collection of 

relevant data that considered the participants’ perceptions, attitudes, and experiences through 

interactive dialogues, yielding diverse meanings and shared experiences within social contexts, 

which are crucial when studying social media users (Krueger & Casey, 2015). Before data 

collection began, participants received and completed informed consent forms outlining the study's 

objectives, emphasising the voluntary nature of their participation, and assuring them of strict 

confidentiality for their identities and responses.  

 

The interview and FGD responses were audio-recorded and manually transcribed by a trained 

research assistant. One author reviewed the transcriptions to ensure accuracy. In line with the 

study's qualitative orientation, two authors inductively open-coded the data to generate 

contextualised themes that were interpretive and amenable to socially mediated meanings for each 

research question (RQ). Themes for RQ1were awareness and knowledge of privacy policies. RQ2 

focused on passwords and verification, privacy settings, and incorrect information, while RQ3 

focused on security assurance and access. The data were then analysed and presented according to 

these themes. The third author cross-checked the codes and themes to ensure the process was 

trustworthy. Following Braun and Clarke (2021), the data were then analysed inductively 

according to these themes under the various RQs. The results are presented in a descriptive 

narrative supported by copious quotes from the data, as expected in a qualitative study. 
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Results and Discussion 

This section presents and discusses the study’s findings in relation to the research questions. The 

first part presents and discusses the participants' social media preferences, followed by a focused 

analysis and discussion of the research questions. 

Awareness of online data collection: Social media apps are used frequently 

One issue this research sought to uncover was which social media applications participants 

regularly used to infer their social media preferences. The findings revealed varied preferences 

among the respondents, offering insights into their social media usage habits. Facebook emerged 

as the most used platform, with all the participants reporting regular use. This finding supports 

existing literature that Facebook remains the most used social media platform in Ghana, followed 

by WhatsApp, Instagram, X (formerly Twitter), TikTok, YouTube, and Snapchat. The 

respondents' differing preferences support the relevance of the Uses and Gratifications theory 

underpinning this study. Katz, Gurevitch, and Blumler (1974) note that the theory explains media 

consumers' preferences and the motivations behind them.  

 

RQ1: To what extent are tertiary students in Ghana aware of the collection and use of their 

personal information when they sign up to use social media applications? 

The first research question explored tertiary students' awareness of social media service providers' 

data collection and use practices. This section explores students' awareness of the practices and 

assesses their knowledge of the data privacy policies of the social media apps they use.  

 

Awareness of data collection on social media apps 

The analysis revealed mixed reactions to respondents’ awareness of social media applications' data 

collection practices. Nonetheless, a significant majority of respondents said they knew their 

personal information was collected when they registered for and used these platforms, while a few 

participants said they were unaware. 

 

Yeah, many times, they ask for your personal details, which should be private (ST14, Male, 

27 years). 

 

This finding aligns with existing research that a significant proportion of social media users are 

aware that by signing on to social media platforms, they disclose their personal information 

(Eveleth & Eveleth, 2021; Custers et al., 2013). This finding suggests that, while aware of the 

collection of their personal data, respondents also know their data could be used for other purposes 

by the social media service provider. For the few participants who were ignorant about the possible 

invasion of their privacy, Beck et al. (2021) and Quinn (2016) acknowledge that while this may 

be common among social media users, the nature of privacy warnings on social media platforms, 

as well as the levels of digital media literacy of social media users, have critical implications for 

their awareness of data collection tendencies.  
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Knowledge of Privacy Policies: Reading the privacy policies of social media apps 

This study investigated whether respondents read privacy policies to gauge their knowledge of 

online privacy issues. The study found that social media users have little knowledge of specific 

privacy issues and policies on social media platforms because they rarely read privacy policies. 

The study found that this behaviour was prevalent among social media users who perceived the 

policies as irrelevant. One respondent stated:   

 

No, because I don't see it as important (ST003, Female, 19 years). 

 

This perspective highlights a prevailing sentiment among some users who do not consider reading 

these policies a priority or necessary practice, thereby exposing a critical gap between user’ 

awareness of data collection and their actual engagement with privacy-related information. Thus, 

although participants generally acknowledged that they were aware and concerned about how their 

personal data were collected and used, few demonstrated proactive behaviour in knowing the 

details of privacy agreements. This behavioural pattern aligns with the privacy paradox, which 

describes privacy concerns alongside behaviours that expose users to privacy risks (Barth & de 

Jong, 2017). Furthermore, the findings align with the core tenets of Uses and Gratifications theory. 

That a few users spend quality time reading privacy policies on social media platforms is revealing. 

For users, reading privacy policies offers little gratification, as it tends to delay access to desired 

social interactions and impose cognitive burdens. As such, users prioritise gratification from use 

over the precautionary benefit of privacy awareness and action (Smock et al., 2011).    

 

This finding underscores a broader challenge in public communication: users encounter long, 

complex privacy policies that are difficult to read and understand (Fosu, 2016). Many individuals 

may not fully grasp the potential risks associated with their online activities or the rights and 

responsibilities they agree with when using social media platforms (Beck et al., 2021). The 

findings emphasise the need for social media platforms and regulatory authorities to use simple 

and clear language to make the policies more accessible to users of all ages.  

 

It is noteworthy that a few respondents were concerned about privacy issues regarding the social 

media they used and tried to read some of the privacy policies, as explained by one respondent: 

 

Yes, to make sure my phone doesn't have an app or something it's not supposed to have 

(ST007, Female, 24 years). 

 

This motivation for reading privacy policies was grounded in a good understanding of the potential 

risks of using apps and a desire to avoid unauthorised or malicious software. This supports Thomas 

and Gupta (2021) that people weigh benefits against risks and costs, as explained by Social 

Exchange Theory. These findings corroborate the Privacy Calculus theory, which posits that 

people are often careful about sharing information about themselves on digital media platforms 

(Wang et al., 2016).  
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RQ2: How do tertiary students safeguard their personal data on social media applications?  

The data indicate that social media users have made some efforts to protect their personal 

information. The findings show that respondents often used passwords and verification strategies 

and provided false information to protect their personal information. This reflects an awareness of 

privacy risks and illustrates students’ efforts to ensure control over their digital information.  

 

 

Passwords and Verification 

The data showed that participants used complex passwords and user verification approaches to 

safeguard their online security. To ensure passwords are effective, respondents adopted two-step 

verification and end-to-end encryption strategies to protect their personal data. In the extract 

below, one respondent described using passwords and locks to protect their personal information 

while using social media applications. 

 

I do some kind of two-step verification by using passwords and locks (ST019, Female, 19 

years). 

 

Thus, users employ deliberate strategies to protect their personal data on online platforms because 

of the benefits they derive from using these platforms (Smock et al., 2011).  

 

Privacy Settings  

The study found that one core way respondents protected their personal data was through privacy 

settings. The study found that some respondents altered their privacy settings on social media apps 

to restrict or protect their personal information while using the apps.  

 

I make sure to review and adjust my privacy settings regularly (ST023, Female, 26 years). 

 

I make sure I do all the security setups (ST028, Female, 28 years). 

 

This rational behaviour implies that social media users actively try to control data disclosure on 

these platforms. Key indicators included changing privacy settings, restricting app permissions, 

and blocking location-tracking features.  

 

I’ve made sure my location is always off. I only give permission to apps that need my 

location for important purposes like courier services. I have also set my phone to not allow 
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any website to track me. When I post on Facebook, I don’t add my exact location (ST016, 

Female, 26 years). 

 

Yes, I have adjusted my privacy settings. I made my account private so only people I can approve 

can see my post, and I limited who can comment and tag me (ST009, Male, 27 years). 

 

Tertiary students’ manipulation of privacy settings indicates that they are not entirely passive and 

that awareness of data collection by service providers may inform such proactive cognitive 

behaviours. This aligns with Stutzman and Hartzog (2012), who found that students actively 

participate in privacy management. This proactive engagement emphasises the Uses and 

Gratifications Theory, which holds that users’ privacy-related actions are shaped by motivations 

for using social media (Katz et al., 1974). In this case, privacy settings allow students to satisfy 

their need for social connections without compromising their desire for security.  

 

Provision of Wrongful Information  

The study found that another strategy users adopted when providing personal data online was to 

provide incorrect information. According to some respondents, this was necessary because 

providing some form of data while using social media is often a requisite for accessing some 

platforms:  

 

I sometimes give out wrong information (ST011, Female, 21 years). 

 

 

… I hide some vital information (ST014, Male, 27 years). 

 

Hoofnagle et al. (2010), Taddicken (2014), Bruh et al. (2017), and others noted that this strategy 

is common among social media users. While Hoofnagle et al. (2010) conceptualised this as privacy 

pragmatism, in which users maintain privacy boundaries, Taddicken (2014) and Baruh et al. (2017) 

suggested that this behaviour offers users some degree of perceived control over their personal 

data online. This finding also suggests that students do not trust service providers’ data collection 

and use practices (Smock et al., 2011). The privacy paradox theory captures students’ willingness 

to continue using social media despite mistrust of service providers, highlighting the tension 

between privacy concerns and continued online engagement.  

 

Overall, the three core strategies illustrated here underscore tertiary students’ privacy-protective 

strategies. The findings show that these strategies are selective, pragmatic, and adaptive, reflecting 

both students' awareness and ambivalent behaviours towards the issues under discussion. That is, 

users act to protect themselves and exercise perceived control while balancing the desire for 
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privacy with the desire to maintain social connections through social media platforms, as suggested 

by the theories of gratifications and the privacy paradox.  

 

 

RQ3: What key factors influence students to provide personal information despite awareness 

of collection and use by service providers?  

This study further explored the fundamental issues that contributed to the continued provision of 

personal data despite the apparent knowledge of its collection and use by service providers. The 

study found that both functional and intrinsic factors accounted for this.  

 

 

 

Assurance of Security 

Regarding the motivational factors driving social media users to provide personal information and 

data on social media platforms, assurance of security was a key factor. Some respondents believed 

they were driven to provide personal information when service providers assured them of the 

safety of their data.  

 

When there is the assurance of safety (ST003, Male, 26 years). 

 

If I know the platform has robust security measures, transparent about data usage, and 

gives me control over my info, I would be more willing to share. For WhatsApp, knowing 

that my chats are end-to-end encrypted already helps. (ST009, Male, 31 years). 

 

Thus, some respondents believed a critical factor in their decision to provide personal information 

was the security of the social media apps' privacy policies. This implies that users may avoid apps 

or use mitigation strategies to avoid disclosing information they do not want to share.  

 

The study further found that assurances of data safety on social media platforms had critical 

implications for respondents’ perceptions of service providers' transparency. Some respondents 

noted that assurances about the safety of personal data indicated how transparent app creators were 

and did not imply malice on their part. One respondent noted that transparency about how private 

data are kept secure may shape how much personal data people provide to these apps.  

 

I am assured when there's transparency in the terms and conditions (ST029, Female, 25 

years). 
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These findings align with earlier work by Barth and de Jong (2017) and Kokolakis (2017), who 

noted that users’ trust in technological protection mechanisms often reduces privacy anxiety, even 

when that trust is not grounded in full comprehension of how data protection systems operate. 

Beyond this, the finding reflects perceived trust and control, both critical aspects of Uses and 

Gratifications and Privacy Paradox theories (Norberg et al., 2007).  

 

Access to the Functionalities of the Apps  

The study also found that participants continued to disclose personal information because they 

wanted to use certain social media applications. Thus, they provided personal information because 

the platforms required it to use them. Therefore, participants decided to provide such information, 

although they were aware of the risks involved: 

 

… Just to get easy access and do what I want on that platform (ST018, Male, 28 years). 

 

 … To be allowed access (ST006, Female, 26 years). 

 

This finding aligns with the privacy paradox theory and the privacy fatigue concept (Rafique, 

2017; Kokolakis, 2017; Boateng, 2022), which explain how social media users are likely to 

provide their personal information to be able to use platforms, or because users are overwhelmed 

by the processes of engaging in activities that provide them with added security. While students 

exhibit awareness and concerns about data privacy, continued disclosure reflects behaviours 

shaped by trust and perceived control. Thus, students are not simply careless or ignorant of data 

concerns but rather engage in a complex web of negotiations between control, utility, and trust. 

This study reveals how user agency in media consumption is entangled with corporate strategies 

of data extraction. While users perceive their actions as autonomous and gratifying, platform 

architecture often shapes and directs these choices to maximise data capture. Therefore, privacy 

concerns in social media are not merely about user awareness but are deeply embedded in the 

gratifications platforms strategically offer to sustain user engagement and data flow. 

 

 

Discussion 

This study is motivated by gaps and questions in the literature (for example, Owusu et al., 2020) 

on data privacy on social media in Ghana. Beyond that, social media users struggle to resist the 

urge to stay online despite privacy concerns. Is it simply the pleasure of being online, or are users 

unaware of the risks they face? If users are aware, are they adequately informed about the risks 

their personal data faces online, or do they know but remain careless? This study aimed to untangle 

these perplexing issues.   

 

The relevance of this study is underscored by the expanding implications of digital platforms 

beyond entertainment and interpersonal communication. The European Parliamentary Research 
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Services (2019) noted that algorithmic systems increasingly facilitate decision-making in people’s 

daily lives. The implications of algorithmic governance for different groups, especially youth in 

Africa, cannot be overstated (Latzer & Festic, 2019). This aligns with platform economies, where 

datafication (Donald et al., 2023) helps businesses, governments, and individuals benefit from the 

growing superhighway of data in the global digital economy, which also brings digital risks. 

According to Latzer and Festic (2019, p.6), internet-based algorithm governance goes beyond the 

exercise of digital security to indicate life routines that cover people’s everyday activities in the 

areas of “(a) social and political orientation, (b) recreation, (c) commercial transactions, and (d) 

socialising”, among others. These benefits may account for many of this study’s findings, 

especially the specific factors driving users’ willingness to provide personal details voluntarily 

online, with or without knowledge of the implications (Christofides et al., 2012),    

 

Overall, this study highlights varying levels of knowledge among social media users about privacy 

issues across platforms. The findings provide critical insights into how student social media users 

perceive social media privacy issues and whether their online privacy behaviours stem from 

ignorance or apathy. First, while most students demonstrated awareness of the collection and use 

of their personal information for good or bad purposes, most did not read privacy policies meant 

to safeguard their lives online. This suggests that their inaction is less a result of ignorance and 

more a reflection of cognitive disengagement. Second, the study concludes that users’ adoption of 

complex strategies and behaviours to protect their personal information indicates a non-passive, 

intentional effort to exercise control over their desire to be online. This suggests that users are 

conscious of their personal information and what happens to its online usage. Thus, the various 

complex strategies adopted to safeguard personal data are representations of adaptive strategies 

influenced by platform functionalities and data protection policies.  

 

A significant aspect of this study focused on understanding why students disclose personal data 

despite being aware of and concerned about their online safety. The study found that assurance of 

protection and the functionalities of these platforms influence continued disclosure of personal 

data. The study concludes that users often prioritise their desire to use social media platforms over 

data protection. Hence, users prioritise the gratification of social connections and interactions over 

abstract risk. This illustrates goal-oriented logic within the nexus of social media use and data 

protection. 

 

Although privacy policies formally outline how user data are handled and used, this study reveals 

that some users do not understand platform data policies, extending Christofides et al.’s (2012) 

findings to the Ghanaian context. Research continues to highlight the belief that some users seldom 

read or comprehend policies because of the technical language and legalese in which they are 

written. The inordinate length and high content density of the policies, combined with the small 

font size (Obar & Oeldorf-Hirsch, 2020), challenge users’ concentration, attention span, and 

understanding. 
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Thus, the analysis provides an enduring understanding of how users relate to social media 

platforms, the language of the policies, and the risks involved, producing a complex web of 

interests. Service providers would want to profit from establishing social media platforms and 

selling users’ data to third parties. To avoid legal liability, service providers create policies and 

procedures that govern platform operations and outline stakeholders’ responsibilities and potential 

uses of users’ data. This may explain why the policies are long and legally oriented. Users, on the 

other hand, always have a compelling urge to be on the platforms. Thus, in most cases, they are 

unable to carefully and exhaustively read platform policies to make an informed decision about 

whether to sign up for the platform. They may have partial or no awareness since they may not 

meticulously imbibe the policies, even if they are aware of the risks. This study suggests that it is 

currently too simplistic to be definitive about users’ online behaviours regarding their knowledge, 

online protection, and the disclosure of their personal data.   

 

Conclusion  

This study contributes original knowledge about the tensions and negotiations that characterise 

tertiary students’ attitudes and orientation towards providing their personal information on social 

media sites to use these platforms. This study thus adds to the global literature by providing a 

Ghanaian perspective on this topical issue, given that the online space is fast becoming a 

controversial arena for harnessing opportunities and for exploitative and criminal tendencies. 

While online privacy and data security have been global concerns, this study appears to be one of 

the few to examine them from an exclusively Ghanaian students’ perspective, particularly by 

integrating Uses and Gratifications and Privacy Paradox theories as the analytical lens. As the 

analysis shows, the study’s findings confirm existing research, whose empirical strength hinges 

on heterogeneous participants. Thus, this study extends the existing literature and the theories that 

guided the analysis by focusing exclusively on university students who are digitally savvy and 

active on social media. This theoretical contribution should open space for more studies that focus 

on the urban-rural dichotomy and use other data sources, such as users who are not current 

university students. 

 

The findings and conclusions also invite important structural, functional, and policy proposals. 

The finding that online privacy policies are written in complicated language that could discourage 

people from reading, understanding, and exploring data security measures should be concerning. 

This finding should prompt service providers to present such policies in simple, user-friendly 

language to encourage proactive user security behaviours. The finding that students’ online 

privacy behaviours are an embodiment of rational and yet paradoxical negotiations between the 

desire to gratify social connections and interactions and the fear of data exploitation reveals that 

such behaviours may not merely imply the users’ strategic awareness, ignorance, or carelessness, 

but a more complicated case-by-case response to the need to be online. The study’s major 

conclusion that students’ privacy behaviours emerge from a complex interplay of awareness, 

perceived benefit, and compromise rather than pure ignorance or carelessness is instructive and 

useful. It calls for government policy intervention in Africa to ensure that both users and service 

providers become responsible and adopt secure, ethical behaviours in digital spaces. Ghana and 

other African countries may consider including digital literacy in school curricula, from basic to 
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university, and integrating such policies into teaching and learning because social media has 

become part of people’s everyday lives. 
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